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1 General Information

1.1  Purpose and Scope

The present document summarizes the fulfilment of the applicable requirements for ensuring the competence,
the consistent operation and the impartiality of the Conformity Assessment Body of TUV AUSTRIA GmbH'
when assessing and certifying the conformity of service providers and the services they provide towards de-
fined criteria against which they claim conformance to in the following area:

e Trust Services (TS)? according to elDAS22 and
e European Digital Identity Wallet (EUDIW).

The general measures taken by the CAB to demonstrate compliance with the normative requirements as of
ISO/IEC 17065 are defined within the certification handbook of the CAB [HB-TAGMBH-KBS-0400 Zetrtifizier-

ungsstelle-DE].

The specific measures taken by the CAB to demonstrate compliance with the normative requirements as of
ETSI EN 319 403-1 are defined within this document.

This document includes detailed information on the procedures employed for conformity assessments of Iden-
tification Service Providers for elD-Services and Trust Services as well as for Trust Service Providers (TSP)
and the corresponding certification process.

Heading legal requirements covered by the conformity assessments and the certification in the sense of this
document are the EU eIDAS? Regulations:

e REGULATION (EU)910/2014 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 23 July
2014 on electronic identification and trust services for electronic transactions in the internal market
and repealing Directive 1999/93/EC*and

e REGULATION (EU) 2024/1183 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 11
April 2024 amending Regulation (EU) No 910/2014 as regards establishing the European Digital Iden-
tity Framework

as well as
¢ COMMISSION IMPLEMENTING REGULATION(EU) 2025/2162 of 27 October 2025 laying down rules

for the application of Regulation (EU) No 910/2014 of the European Parliament and the Council as
regards the accreditation of conformity assessment bodies performing the assessment of qualified

" CAB and “Scheme Owner” as defined within COMMISSION IMPLEMENTING REGULATIION (EU) 2025/2162.

2 Note: the term Trust Service (TS) in the sense of this document explicitly includes electronic identities (eID) and their handling and the
term TSP includes operators of elD schemes and their operations.

3 elDAS2 is referring to the combination of the two merged Regulations (EU) 2024/1183 amending Regulation (EU) No 910/2014 as
mentioned in this document.

3 e.g. TSP, Identification Service Providers for TSP, or other.
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trust service providers and the qualified trust services they provide, the conformity assessment report
and the conformity assessment scheme.

The conformity assessment in the sense of this document is framed by the eIDAS2 Regulation including all
applicable (EU) Implementing Regulations (IR). It is performed following:

e the relevant (EU) Implementing Regulations (IR)%, considered for any process related assessment
requirements as applicable for the Wallet (EUDIW), for the elD- or Trust-Service assessed. The (EU)
Implementing Regulations (IR) are regularly monitored and analyzed to identify and consider these
requirements throughout conformity assessments.

o the European Standards (ETSI EN), Technical Specifications (ETSI TS), Technical Reports (ETSI TR),
ISO- or CEN-Norms or equivalent criteria as applicable for the Wallet (EUDIW), for elD- or Trust-
Service assessed.

The conformity assessment of European Digital Identity Wallets (EUDIW) and the electronic identification
scheme under which they are provided, is carried out in accordance with the

e European cybersecurity certification schemes as required by eIDAS22, Article 5¢ (1) and (2) respec-
tively. As an option and if required by national regulations, local requirements may be considered an
addition if requested by the client (see section 7 below).

This document is a description of the tasks performed by the CAB throughout the conformity assessment and
the certification from the perspective of the client® who ordered the services of the CAB. Compared to the
document “Certification Programme”, this document “Certification Scheme” however contains further infor-
mation on internal processes and procedures of the CAB which is not meant to be released to the public.

The Conformity Assessment Body of TUV AUSTRIA GmbH is accredited to perform conformity assessments
for the EUDIW, elD- and Trust Services as defined within eIDAS2:

Art 3 (18) “conformity assessment body” means a conformity assessment body as defined in Article 2,
point 13, of Regulation (EC) No 765/2008, which is accredited in accordance with that Regulation as
competent to carry out conformity assessment of a qualified trust service provider and the qualified
trust services it provides, or as competent to carry out certification of European Digital Identity Wallets
or electronic identification means.

The accreditation comprises the elD-Schemes, the EUDIW as well as Services for Identification of natural and
legal persons to be employed within elD-Schemes, the EUDIW and Trust Services as referred to within el-
DAS2, “Chapter Il - Electronic identification” and Trust Services as referred to within eIDAS2, Art. 3 and refined
within “Chapter Il - Trust Services”:

a) the issuance of certificates for electronic signatures, certificates for electronic seals, certificates for
website authentication or certificates for the provision of other trust services;

b) the validation of certificates for electronic signatures, certificates for electronic seals, certificates for
website authentication or certificates for the provision of other trust services;

c) the creation of electronic signatures or electronic seals;

5 including relevant NIS2 requirements as of COMMISION IMPLEMENTING REGULATION (EU) 2024/2690 regarding technical and
methodological requirements of cybersecurity risk-management measures and further specifications of the cases in which an incident is
considered to be significant with regard to [...], and trust service providers following DIRECTIVE (EU) 2022/2555.
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d) the validation of electronic signatures or electronic seals;

e) the preservation of electronic signatures, electronic seals, certificates for electronic signatures or cer-
tificates for electronic seals;

f) the management of remote electronic signature creation devices or remote electronic seal creation
devices;

g) the issuance of electronic attestations of attributes;

h) the validation of electronic attestation of attributes;

i) the creation of electronic timestamps;

j) the validation of electronic timestamps;

k) the provision of electronic registered delivery services;

I) the validation of data transmitted through electronic registered delivery services and related evidence;

m) the electronic archiving of electronic data and electronic documents;

n) the recording of electronic data in an electronic ledger.

2 References

2.1 Normative references

[11 ISO/IEC 17065:2012: "Conformity assessment - Requirements for bodies certifying products, pro-
cesses and services";

[2] Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on elec-
tronic identification and trust services for electronic transactions in the internal market and repealing
Directive 1999/93/EC;

[31 Regulation (EU) 2024/1183 of the European Parliament and of the Council of 11 April 2024 amending
Regulation (EU) No 910/2014 as regards establishing the European Digital Identity Framework;

[4] COMMISSION IMPLEMENTING REGULATION(EU) 2025/2162 of 27 October 2025 laying down rules
for the application of Regulation (EU) No 910/2014 of the European Parliament and the Council as
regards the accreditation of conformity assessment bodies performing the assessment of qualified
trust service providers and the qualified trust services they provide, the conformity assessment report
and the conformity assessment scheme;

[5] ETSI EN 319 403 V2.2.2 (2015-08): " Electronic Signatures and Infrastructures (ESI); Trust Service
Provider Conformity Assessment - Requirements for conformity assessment bodies assessing Trust
Service Providers";

[6] ETSIEN 319 403-1 V2.3.1 (2020-06): "Electronic Signatures and Infrastructures (ESI); Trust Service
Provider Conformity Assessment; Part 1: Requirements for conformity assessment bodies assessing
Trust Service Providers";

where applicable under consideration of:

[71 ETSITS 119 403-2 V1.3.1 (2023-03): “Electronic Signatures and Infrastructures (ESI); Trust Service
Provider Conformity Assessment; Part 2: Additional requirements for Conformity Assessment Bodies
auditing Trust Service Providers that issue Publicly-Trusted Certificates”;

[8] ETSITS 119 403-3 V1.1.1 (2019-03): “Electronic Signatures and Infrastructures (ESI); Trust Service
Provider Conformity Assessment; Part 3: Additional requirements for conformity assessment bodies
assessing EU qualified trust service providers”.
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2.2 Informative references

2.2.1 EU secondary legislation

[i.1] UV 2015/806 (2015-05): Commission Implementing Regulation (EU) 2015/806 of 22 May 2015 laying
down specifications relating to the form of the EU trust mark for qualified trust services;

[i.2] EUB 2015/1502*EUD 2015/1502*UED 2015/1502 (2015-09): Commission Implementing Regulation
(EU) 2015/1502 of 8 September 2015 on setting out minimum technical specifications and procedures
for assurance levels for electronic identification means pursuant to Article 8(3) of Regulation (EU) No
910/2014 of the European Parliament and of the Council on electronic identification and trust services
for electronic transactions in the internal market;

[i.3] EUB 2015/1505*EUD 2015/1505*UED 2015/1505 (2015-09): Commission Implementing Decision
(EU) 2015/1505 of 8 September 2015 laying down technical specifications and formats relating to
trusted lists pursuant to Article 22(5) of Regulation (EU) No 910/2014 of the European Parliament and
of the Council on electronic identification and trust services for electronic transactions in the internal
market;

[.4] EUB 2015/1506*EUD 2015/1506*UED 2015/1506 (2015-09): Commission Implementing Decision
(EU) 2015/1506 of 8 September 2015 laying down specifications relating to formats of advanced elec-
tronic signatures and advanced seals to be recognised by public sector bodies pursuant to Articles
27(5) and 37(5) of Regulation (EU) No 910/2014 of the European Parliament and of the Council on
electronic identification and trust services for electronic transactions in the internal market;

[i.5] EUB 2016/650*EUD 2016/650*UED 2016/650 (2016-04): Commission Implementing Decision (EU)
2016/650 of 25 April 2016 laying down standards for the security assessment of qualified signature
and seal creation devices pursuant to Articles 30(3) and 39(2) of Regulation (EU) No 910/2014 of the
European Parliament and of the Council on electronic identification and trust services for electronic
transactions in the internal market;

[i.6] Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022 on
measures for a high common level of cybersecurity across the Union, amending Regulation (EU) No
910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU) 2016/1148 (NIS 2 Directive);

[i.7]7 COMMISSION IMPLEMENTING REGULATION (EU) 2024/2977 of 28 November 2024 laying down
rules for the application of Regulation (EU) No 910/2014 of the European Parliament and of the Council
as regards person identification data and electronic attestations of attributes issued to European Digital
Identity Wallets;

[i.8] COMMISSION IMPLEMENTING REGULATION (EU) 2024/2979 of 28 November 2024 laying down
rules for the application of Regulation (EU) No 910/2014 of the European Parliament and of the Council
as regards the integrity and core functionalities of European Digital Identity Wallets;

[.9] COMMISSION IMPLEMENTING REGULATION (EU) 2024/2981 of 28 November 2024 laying down
rules for the application of Regulation (EU) No 910/2014 of the European Parliament and the Council
as regards the certification of European Digital Identity Wallets;

[i.10] COMMISSION IMPLEMENTING REGULATION (EU) 2024/2982 of 28 November 2024 laying down
rules for the application of Regulation (EU) No 910/2014 of the European Parliament and of the Council
as regards protocols and interfaces to be supported by the European Digital Identity Framework;

[i.11] COMMISION IMPLEMENTING REGULATION (EU) 2025/1566 of 29 July 2025 laying down rules for
the application of Regulation (EU) No 910/2014 of the European Parliament and of the Council as
regards reference standards for the verification of the identity and attributes of the person to whom the
qualified certificate or the qualified electronic attestation of attributes is to be issued;

[i.12] COMMISION IMPLEMENTING REGULATION (EU) 2025/1567 of 29 July 2025 laying down rules for
the application of Regulation (EU) No 910/2014 of the European Parliament and of the Council as
regards the management of remote qualified electronic signature creation devices and of remote qual-
ified electronic seal creation devices as qualified trust service;
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[i.13] COMMISION IMPLEMENTING REGULATION (EU) 2025/1569 of 29 July 2025 laying down rules for
the application of Regulation (EU) No 910/2014 of the European Parliament and of the Council as
regards qualified electronic attestations of attributes and electronic attestations of attributes provided
by or on behalf of a public sector body responsible for an authentic source;

[i.14] COMMISSION IMPLEMENTING REGULATION(EU) 2025/1929 of 29 September 2025 laying down
rules for the application of Regulation (EU) No 910/2014 of the European Parliament and of the Council
as regards the binding of date and time to data and establishing the accuracy of the time sources for
the provision of qualified electronic time stamps;

[i.15] COMMISSION IMPLEMENTING REGULATION(EU) 2025/1942 of 29 September 2025 laying down
rules for the application of Regulation (EU) No 910/2014 of the European Parliament and of the Council
as regards qualified validation services for qualified electronic signatures and qualified validation ser-
vices for qualified electronic seals;

[i.16] COMMISSION IMPLEMENTING REGULATION(EU) 2025/1943 of 29 September 2025 laying down
rules for the application of Regulation (EU) No 910/2014 of the European Parliament and of the Council
as regards reference standards for qualified certificate;

[i.17] COMMISSION IMPLEMENTING REGULATION(EU) 2025/1944 of 29 September 2025 laying down
rules for the application of Regulation (EU) No 910/2014 of the European Parliament and of the Council
as regards reference standards for processes for sending and receiving data in qualified electronic
registered delivery services and as regards interoperability of those services;

[i.18] COMMISSION IMPLEMENTING REGULATION(EU) 2025/1945 of 29 September 2025 laying down
rules for the application of Regulation (EU) No 910/2014 of the European Parliament and of the Council
as regards the validation of qualified electronic signatures and of qualified electronic seals and the
validation of advanced electronic signatures based on qualified certificates and of advanced electronic
seals based on qualified certificates;

[i.19] COMMISSION IMPLEMENTING REGULATION(EU) 2025/1946 of 29 September 2025 laying down
rules for the application of Regulation (EU) No 910/2014 of the European Parliament and of the Council
as regards qualified preservation services for qualified electronic signatures and for qualified electronic
seals;

[i.20] COMMISION IMPLEMENTING REGULATION (EU) 2024/2690 as of 17 October 2024 laying down
rules for the application of Directive (EU) 2022/2555 as regards technical and methodological require-
ments of cybersecurity risk-management measures and further specifications of the cases in which an
incident is considered to be significant with regard to [...], and trust service providers.

2.2.2 International legislation

[i.21] ZertES, SR 943.03, Schweiz (2016-03): ,Bundesgesetz Uber Zertifizierungsdienste im Bereich der
elektronischen Signatur und anderer Anwendungen digitaler Zertifikate (Bundesgesetz iber die elekt-
ronische Signatur, ZertES)*;

[i.22] VZertES, SR 943.032, Schweiz (2016-11): ,Verordnung uber Zertifizierungsdienste im Bereich der
elektronischen Signatur und anderer Anwendungen digitaler Zertifikate (Verordnung Uber die elektro-
nische Signatur, VZertES)“.

2.2.3 Norms, standards and other references

elDAS2 - general:

[i.23] ETSITS 119612 V2.4.1 (2025-08): “Electronic Signatures and Trust Infrastructures (ESI);

[i.24] ETSI EN 319 401 V2.3.1 (2021-05): "Electronic Signatures and Infrastructures (ESI); General Policy
Requirements for Trust Service Providers supporting Electronic Signatures”;

[i.25] ETSI EN 319 401 V3.1.1 (2024-06): "Electronic Signatures and Trust Infrastructures (ESI); General
Policy Requirements for Trust Service Providers";
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[i.26] ETSI EN 319 401 V3.2.0 (draft as of 2025-04): "Electronic Signatures and Trust Infrastructures (ESI);
General Policy Requirements for Trust Service Providers";

[i.27] ETSI EN 319 401 V3.2.1 (release pending): "Electronic Signatures and Trust Infrastructures (ESI);
General Policy Requirements for Trust Service Providers";

[i.28] ETSI/CEN/CENELEC EN 301 549 V3.2.1 (2021-03): “Accessibility requirements for ICT products and
services”.

elDAS?2 - identity proofing of trust service subjects:

[i.29] ETSITS 119461 V1.1.1 (2021-07): “Electronic signatures and infrastructures (ESI); Policy and secu-
rity requirements for trust service components providing identity proofing of trust service subjects”;

[i.30] ETSITS 119461 V2.1.1 (2025-02): “Electronic signatures and infrastructures (ESI); Policy and secu-
rity requirements for trust service components providing identity proofing of trust service subjects”;

[i.31] ETSITS 119461 V2.2.1 (release pending): “Electronic signatures and infrastructures (ESI); Policy and
security requirements for trust service components providing identity proofing of trust service subjects”.

elDAS2/ETSI - certificate profiles:

[i.32] ETSIEN 319412-1V1.6.1 (2025-06): “Electronic Signatures and Infrastructures (ESI); Certificate Pro-
files; Part 1: Overview and common data structures”;

[i.33] ETSIEN 319412-2V2.4.1 (2025-06): “Electronic Signatures and Infrastructures (ESI); Certificate Pro-
files; Part 2: Certificate profile for certificates issued to natural persons”;

[i.34] ETSIEN 319412-3V1.3.1 (2023-09): “Electronic Signatures and Infrastructures (ESI); Certificate Pro-
files; Part 3: Certificate profile for certificates issued to legal persons”;

[i.35] ETSI EN 319 412-4 VV1.4.1 (2025-06): “Electronic Signatures and Trust Infrastructures (ESI); Certifi-
cate Profiles; Part 4: Certificate profile for web site certificates”;

[i.36] ETSI EN 319 412-5 V2.5.1 (2025-06): “Electronic Signatures and Trust Infrastructures (ESI); Certifi-
cate Profiles; Part 5: QCStatements”;

[i.37] ETSITS 119 495 V1.6.1 (2022-11): “Electronic Signatures and Infrastructures (ESI); Sector Specific
Requirements; Qualified Certificate Profiles and TSP Policy Requirements under the payment services
Directive (EU) 2015/2366";

[i.38] ETSITS 119495V1.7.1 (2024-07): “Electronic Signatures and Trust Infrastructures (ESI); Sector Spe-
cific Requirements; Certificate Profiles and TSP Policy Requirements for Open Banking”.

elDAS? - issuance of qualified certificates for electronic signatures, seals and for website authentication:

[i.39] ETSI EN 319 411-1 V1.3.1 (2021-05): "Electronic Signatures and Infrastructures (ESI); Policy and
security requirements for Trust Service Providers issuing certificates; Part 1: General Requirements
for Trust Service Providers issuing certificates";

[i.40] ETSI EN 319 411-1 V1.4.1 (2023-10): "Electronic Signatures and Infrastructures (ESI); Policy and
security requirements for Trust Service Providers issuing certificates; Part 1: General Requirements
for Trust Service Providers issuing certificates";

[i.41] ETSI EN 319 411-1 V1.5.1 (2025-04): "Electronic Signatures and Infrastructures (ESI); Policy and
security requirements for Trust Service Providers issuing certificates; Part 1: General Requirements
for Trust Service Providers issuing certificates";

[i.42] ETSI EN 319 411-2 V2.3.1 (2021-05): "Electronic Signatures and Infrastructures (ESI); Policy and
security requirements for Trust Service Providers issuing certificates; Part 2: Requirements for Trust
Service Providers issuing qualified certificates";
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[i.43] ETSI EN 319 411-2 V2.5.1 (2023-10): "Electronic Signatures and Infrastructures (ESI); Policy and
security requirements for Trust Service Providers issuing certificates; Part 2: Requirements for Trust
Service Providers issuing qualified certificates";

[i.44] ETSI EN 319 411-2 V2.6.1 (2025-06): "Electronic Signatures and Infrastructures (ESI); Policy and
security requirements for Trust Service Providers issuing certificates; Part 2: Requirements for Trust
Service Providers issuing qualified certificates";

[i.45] ETSI TS 119 411-5 V2.1.1 (2025-02): “Electronic Signatures and Trust Infrastructures (ESI); Policy
and security requirements for Trust Service Providers issuing certificates; Part 5: Implementation of
qualified certificates for website authentication as in amended Regulation 910/2014”.

elDAS2 - qualified validation service for qualified electronic signatures, seals and timestamps:

[i.46] ETSI TS 119 441 V1.2.1 (2023-10): “Electronic Signatures and Infrastructures (ESI); Policy require-
ments for TSP providing signature validation services”;

[i.47] ETSI TS 119 441 V1.3.1 (2025-10): “Electronic Signatures and Infrastructures (ESI); Policy require-
ments for TSP providing signature validation services”;

[i.48] ETSITS 119442 V1.1.1 (2019-02): “Electronic Signatures and Infrastructures (ESI); Protocol profiles
for trust service providers providing AJES digital signature validation services”;

[i.49] ETSI EN 319 102-1 V1.4.1 (2024-06): “Electronic Signatures and Trust Infrastructures (ESI); Proce-
dures for Creation and Validation of AdES Digital Signatures; Part 1: Creation and Validation;

[i.50] ETSITS 119 102-2 V1.4.1 (2023-06): “Electronic Signatures and Infrastructures (ESI); Procedures for
Creation and Validation of AJES Digital Signatures; Part 2: Signature Validation Report”;

[i.51] ETSITS 119 172-4 V1.1.1 (2021-05): “Electronic Signatures and Infrastructures (ESI); Signature Pol-
icies; Part 4: Signature applicability rules (validation policy) for European qualified electronic signa-
tures/seals using trusted lists”.

elDAS?2 - qualified preservation service for qualified electronic signatures, seals and timestamps:

[i.52] ETSITS 119511 V1.1.1 (2019-06): “Electronic Signatures and Infrastructures (ESI); Policy and secu-
rity requirements for trust service providers providing long-term preservation of digital signatures or
general data using digital signature techniques”;

[i.563] ETSITS 119 511 V1.2.1 (2025-10): “Electronic Signatures and Trust Infrastructures (ESI); Policy and
security requirements for trust service providers providing long-term preservation of digital signatures
or general data using digital signature techniques”;

[i.54] ETSITS 119512 V1.2.1 (2023-05): “Electronic Signatures and Infrastructures (ESI); Protocols for trust
service providers providing long-term data preservation services.

Note: for ETSI TS 119 172-4 see [i.51] eIDAS2 - qualified validation service above.

elDAS?2 - creation of qualified electronic time stamps:

[i.55] ETSI EN 319 421 V1.2.1 (2023-05): "Electronic Signatures and Infrastructures (ESI); Policy and Se-
curity Requirements for Trust Service Providers providing Time-Stamping Services";

[i.56] ETSI EN 319 421 V1.3.1 (2025-07): "Electronic Signatures and Infrastructures (ESI); Policy and Se-
curity Requirements for Trust Service Providers providing Time-Stamping Services";

[i.57] ETSIEN 319422 V1.1.1 (2016-03): “Electronic Signatures and Infrastructures (ESI) — Time-stamping
protocol and time-stamp token profiles”.

VB-TAGMBH-PRODZ-TS-354_Conformity-Assessment-Scheme- VKL: intern Version 7.4 Page 10 of 34
elDAS2-IR2162-Stufe2-V7.4.docx Rev 09



Trust Services: Conformity Assessment Scheme TL_IV

TUV AUSTRIA GMBH AUSTRIA

elDAS?2 - provision of qualified electronic reqistered delivery services:

[i.58] ETSIEN 319521 V1.1.1 (2019-02): “Electronic Signatures and Infrastructures (ESI); Policy and secu-
rity requirements for Electronic Registered Delivery Service Providers”;

[i.59] ETSIEN 319 522-1V1.2.1(2024-01): “Electronic Signatures and Infrastructures (ESI); Electronic Reg-
istered Delivery Services; Part 1: Framework and Architecture”;

[i.60] ETSIEN 319531 V1.1.1 (2019-01): “Electronic Signatures and Infrastructures (ESI); Policy and secu-
rity requirements for Registered Electronic Mail Service Providers”;

[i.61] ETSI EN 319 532-1 V1.1.1 (2018-09): “Electronic Signatures and Infrastructures (ESI); Registered
Electronic Mail (REM) Services; Part 1: Framework and architecture”.

elDAS2 - management of remote qualified electronic signature or seal creation devices:

[i.62] ETSITS 119 431-1 V1.2.1 (2021-05): “Electronic Signatures and Infrastructures (ESI); Policy and se-
curity requirements for trust service providers; Part 1: TSP service components operating a remote
QSCD / SCDev”;

[i.63] ETSITS 119 431-1 V1.3.1 (2024-12): “Electronic Signatures and Infrastructures (ESI); Policy and se-
curity requirements for trust service providers; Part 1: TSP service components operating a remote
QSCD / SCDev”;

[i.64] ETSITS 119431-2 V1.2.1 (2023-06): “Electronic Signatures and Infrastructures (ESI); Policy and se-
curity requirements for trust service providers; Part 2: TSP service components supporting AJES dig-
ital signature creation”.

elDAS?2 - provision of qualified electronic archiving services:

[i.65] 1SO 14641:2018: “Electronic document management — Design and operation of an information sys-
tem for the preservation of electronic documents — Specifications”;

[i.66] ISO 14721:2025: “Space Data System Practices — Reference model for an open archival information
system (OAIS)”;

[i.67] CEN/TS 18170:2025: “Functional requirements for the electronic archiving services”.
Note: for ETSI TS 119 511 see [i.52] eIDAS2 - qualified preservation service above.

elDAS2 - issuance of qualified electronic attestations of attributes:

[i.68] ETSITS 119471 V1.1.1 (2025-05): “Electronic Signatures and Infrastructures (ESI); Policy and Secu-
rity requirements for Providers of Electronic Attestation of Attributes Services”.

elDAS2 - recording of electronic data in a qualified electronic ledger:

[i.69] ISO 23257:2022: “Blockchain and distributed ledger technologies — Reference architecture”;
[i.70] 1SO/TS 23635:2022: “Blockchain and distributed ledger technologies — Guidelines for governance”;

[i.71] ETSI EN 319 122-1 V1.3.1 (2023-06): “Electronic Signatures and Infrastructures (ESI); CAdJES digital
signatures; Part 1: Building blocks and CAdES baseline signatures”;

[i.72] ETSI EN 319 132-1 V1.3.1 (2024-07): “Electronic Signatures and Trust Infrastructures (ESI); XAdES
digital signatures; Part 1: Building blocks and XAdES baseline signatures”;

[i.73] ETSI TS 119 182-1 V1.2.1 (2024-07): “Electronic Signatures and Trust Infrastructures (ESI);JAdES
digital signatures; Part 1: Building blocks and JAdJES baseline signatures”;
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[i.74] ETSITS 119541 V1.1.1 (2025-10) - draft: "Electronic Signatures and Infrastructures (ESI); Policy and
security requirements for smart contracts using electronic ledgers.

Note: for CEN/TS 18170 see [i.67] eIDAS2 - provision of qualified electronic archiving services above.

CA/Browser Forum - general:

[i.75] BRG: “CA/Browser Forum Baseline Requirements for the Issuance and Management of Publicly-
Trusted Certificates”;

[i.76] EVCG: “CA/Browser Forum EV Guidelines for the Issuance and Management of Extended Validation
Certificates”;

[i.77] S/MIME BRG: “Baseline Requirements for the Issuance and Management of Publicly-Trusted S/IMIME
Certificates”;

[i.78] NetSec: “Network and Certificate System Security Requirements”.
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3 Definitions and abbreviations

3.1 Definitions

Applicant: entity who applies at the CAB for a conformity assessment and/or certification before entering into
a corresponding contractual relationship with the CAB.

Auditor: person who assesses conformity to requirements as specified in a given specification.

Certification Programme: publicly available description of the tasks performed by the CAB throughout a con-
formity assessment and certification project from the perspective of the client who ordered the services of the
CAB.

Certification Scheme (this document): internal, more detailed description of the tasks performed by the CAB
throughout a conformity assessment and certification project from the perspective of the client who ordered
the services of the CAB.

Client: entity making use of the conformity assessment and certification services of the CAB, e.g. a ISP, eIDSP
or TSP where the CAB has successfully vetted the application and the applicant has agreed to the financial
offer provided by the CAB.

Competence: ability to apply knowledge and skills to achieve intended results.

Conformity assessment: process demonstrating whether specified requirements relating to a product, pro-
cess, service, system, person or body have been fulfilled.

Conformity assessment body: body that performs conformity assessment services which is accredited as
competent to carry out conformity assessment of a qualified trust service provider and the qualified trust ser-
vices it provides conformity assessment body is equal to certification body as defined by the ISO/IEC 17065.

Conformity assessment report: report which declares the fulfilment of the requirements of e|DAS for a given
qualified trust service, which is not publicly available, and which is equal to the issued certificate.

Conformity assessment scheme: description of the tasks performed by the CAB throughout a conformity
assessment and certification project from the perspective of CAB.

elD: “electronic identification” means the process of using person identification data in electronic form uniquely
representing either a natural or legal person, or a natural person representing another natural person or a legal
person.

elD means: a material and/or immaterial unit containing person identification data and which is used for au-
thentication for an online service or, where appropriate, for an offline service. Such a unit can be an electronic
token or a wallet (e.g. the EUIDW) for instance.

elD scheme: a system for electronic identification under which electronic identification means are issued to
natural or legal persons or natural persons representing other natural persons or legal persons.
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elD Service: a elD scheme operated by one or more Service Provider completing the scheme (system) with
all necessary operational procedures and processes to complete the scheme systems implementation.

elD Service Provider: entity operating an elD Service.
elDAS: REGULATION (EU) NO 910/2014 as referred to under [2] above.

elDAS2: REGULATION (EU) NO 910/2014 as referred to under [2] above amended by REGULATION (EU)
2024/1183 as referred to under [3] above.

EUDIW: ‘European Digital Identity Wallet’ means an electronic identification means which allows the user to
securely store, manage and validate person identification data and electronic attestations of attributes for the
purpose of providing them to relying parties and other users of European Digital Identity Wallets, and to sign
by means of qualified electronic signatures or to seal by means of qualified electronic seals.

Finding: issue where the TSP does not fulfil the defined requirements for its trust services; there are four
categories of findings, please see definitions of major non-conformity, minor non-conformity, recommendation

and potential for improvement.

Identification Service Provider: provides services for identification of natural and/or legal persons for elD-
Scheme operators or TSP.

Major non-conformity: finding which does not allow the CAB to take a positive certification decision but the
TSP has three months after the onsite audit to remediate the finding in order to allow a positive certification

decision.

Minor non-conformity: finding which allows the CAB to take a positive certification decision but the TSP shall
remediate the finding within three months after the onsite audit.

Potential for improvement: finding which is known to occur in the future, e.g. new cryptographic algorithms
and the TSP shall fulfil when the new requirement becomes valid.

Recommendation: finding which allows the CAB to take a positive certification decision but the TSP shall
remediate the finding until the next regular onsite audit (surveillance or re-certification).

Technical expert: person who provides specific knowledge or expertise to the audit team.

Trust service: electronic service which enhances trust and confidence in electronic transactions.

Trust Service Provider (TSP): entity which provides one or more electronic trust services.

Wallet: a means to manage and keep elD data, for instance on a smartphone as implemented by the EUDIW.

3.2 Abbreviations

BRG Baseline Requirements Guidelines

CA Certification Authority

CAB Conformity Assessment Body
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CAR Conformity Assessment Report
EC European Commission
elD Electronic Identity
elDSP Service provider operating a elD scheme
elDAS refers to [2] as of section “Normative references” above
elDAS2 refers to [2] amended by [3] as of section “Normative references” above
EN European Norm
ETSI European Telecommunications Standards Institute
EU European Union
EUDIW European Union Digital Identity Wallet
EVCP Extended Validation Certificate Policy
ISMS Information Security Management System
ISP Identification Service Provider for eID-Schem operators and for TSP
IT Information Technology
RA Registration Authority
TS Trust Service
TSP Trust Service Provider

4 Legal and contractual matters

41 Legal responsibility

The CAB is part of TUV AUSTRIA GMBH which is a legal entity registered in Austria. The TUV AUSTRIA GMBH

is responsible for the certification activities of the CAB.

For the issuance of a CAR and the related certificate for clients, like ISP or TSP, a contractual legal agreement

with the CAB is needed. This agreement is based on the following documents:

o the financial offer referencing the applicable terms and conditions in the following order

1. Trust Services Certification Programme — TUV AUSTRIA GMBH,
2. Certification Rules, Division Product Certification — TUV AUSTRIA GMBH,

3. Allgemeine Geschéftsbedingungen / General Terms and Conditions — TUV AUSTRIA GMBH,

4. further applicable terms and conditions as far as relevant,

e the written order by the client stating the acceptance of the financial offer including the terms and

conditions as listed above,

o the Certification Agreement.

The certificate, the CAR and any logos® issued by the CAB of TUV AUSTRIA GMBH remain property of the

CAB. This does not free the client from any contractual and legal responsibilities and liabilities.

6 also called “Prifzeichen® (German word)
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In case the entity to be assessed and certified and the purchaser are not the same, the purchaser has to
provide any relevant details on the name of the entity assessed and the services provided it.

In case the client operates services with a valid certification issued by the CAB and the client likes to hand
over the provisioning of its services or a fraction of it to another organization (e.g. another ISP or TSP), the
client shall inform the CAB in timely manner beforehand. The CAB will evaluate the conditions under which
such a transfer can be supported. The transfer must be based in any case upon a contractual agreement
between the CAB and the other organization and it is only possible with the written consent of the CAB. In
case of such a transfer, the client shall transfer all obligations and responsibilities for the certified trust services
to the other organization.

The CAB is allowed to issue a certificate, the CAR and the logo also in case a conformity assessment had
been closed with a limited number of minor non-conformities, recommendations and potentials for improve-
ment (see chapter 7.6 for details).

The CAB is allowed to limit the use, the scope and the validity of any certificate, the CAR and the logo issued
to a client if deemed necessary by the CAB. The CAB will provide the reason for any limitation in writing to the
client.

The CAB may suspend or withdraw a certificate, a CAR or a logo issued, immediately and effective at any time
for multiple reasons (e.g. if non compliances are detected on the client side throughout the continuous obliga-
tory supervision of the certification). The CAB will provide the reason for the suspension or withdrawal in writing
to the client.

In case the client requests to apply national regulations and/or other local requirements as described in section
1.1 above, those regulations and/or requirements must be provided in English language to the CAB.

4.2 Management of impartiality

4.2.1 General requirements

The fulfiiment of the general requirements for impartiality is described in the certification handbook [HB-
TAGMBH-KBS-0400_Zertifizierungsstelle-DE] of the CAB.

4.2.2 Activities not conflicting with impartiality

The CAB and its personnel carry out additional activities provided they do not constitute a risk to its impartiality.
These activities include but are not limited to:

a) organizing and participating in information meetings about the certification scheme in general;

b) arranging and participating as a lecturer in training courses, provided that, where these courses relate
to TSPs, related security controls or auditing, lecturers confine themselves to the provision of generic
information and advice which is publicly available;

c) activities prior to audit, solely aimed at determining readiness for audit; however, such activities are
not resulting in the provision of recommendations or advice for specific solutions and are not resulting
in a reduction in the eventual audit duration;

d) performing third party audits according to standards, publicly available specifications or regulatory
requirements other than those being part of the scope of accreditation; or

e) adding value during audits, identifying opportunities for improvement, as they become evident during
the audit, without recommending specific solutions.
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4.3 Liability and financing

4.3.1 Exclusion of Liability

The CAB cannot be made liable for any disruptions or damage caused to the client or any third parties working
for, co-operating with or relying on the client and its services, caused by conformity assessment activities (e.g.
tests on security mechanisms, systems, networks, etc.).

The CAB cannot be made liable for any disadvantages including financial or non-financial loss or damage of
the client or any third parties working for, co-operating with or relying on the client and its services, if the CAB
takes a negative certification decision and/or if the CAB does not issue, suspends or withdraws a certificate, a
CAR or a logo. That also includes cases where the CAB - through no fault of its own - does not issue a
certificate, a CAR or a logo in a timely manner as expected by the client, even if agreed otherwise between
the client and the CAB beforehand. The CAB will provide the reason for not issuing or the delayed issuance in
writing to the client.

The CAB can especially not be made liable in case of any delay caused by the client or any third parties
working for, co-operating with or relying on the client in cases where:

e documents required for a project are not delivered or not delivered in time (e.g. for the Stage 1 as-
sessment),

e assessment Stage 2 cannot start because Stage 1 had been concluded with major non-conformities,

e the certification date must be postponed because of one or more major non-conformities and/or a
significant number of minor non-conformities arisen from the conformity assessment.

4.3.2 Financial stability and insurance

The CAB is covered by adequate arrangements (e.g. insurance) to cover liabilities arising from its operations.

The CAB has the financial stability and resources required for its operations.

4.4 Non-discriminatory conditions

The CAB confines its requirements, conformity assessment, evaluation, review, decision and surveillance (if
any) to those matters specifically related to the scope of certification for the services described within this
document “Certification Scheme”.

The policies and procedures under which the CAB operates and the administration of them are non-discrimi-
natory. Procedures are not used to impede or inhibit access by applicants.

All services provided by the CAB are accessible to all applicants whose activities fall within the scope of its
operations. The certification process is not conditional upon the size of the client or membership of any asso-
ciation or group, nor upon the number of certifications already issued. There are not any undue financial or
other conditions.

In case that the client is participating in illegal activities, having a history of repeated non-compliances with
certification/product requirements or similar activities, the CAB is allowed to reject an application or mainte-
nance of a contract for certification.
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4.5 Confidentiality

The CAB supports confidentiality aspects as described in [HB-TAGMBH-KBS-0400_Zertifizierungsstelle-DE],
section “4.2.4 Vertraulichkeit und Verschwiegenheit”.

Together with the financial offer, the CAB informs the applicant that the acceptance of appropriate arrange-
ments to access confidential and/or sensitive information is a prerequisite for the assessment and certification
project.

4.6 Publicly available information

The CAB maintains (through publications, electronic media or other means), and make available upon request,
the following:

a) information about (or reference to) the conformity assessment scheme(s), including evaluation proce-
dures, rules and procedures for granting, for maintaining, for extending or reducing the scope of, for
suspending, for withdrawing or for refusing certification;

b) a description of the means by which the CAB obtains financial support and general information on the
fees charged to applicants and to clients;

c) a description of the rights and duties of applicants and clients, including requirements, restrictions or
limitations on the use of the CAB's name and certification mark and on the ways of referring to the certi-
fication granted;

d) information about procedures for handling complaints and appeals.

5 Structural requirements

5.1  Organizational structure and top management

The CAB has documented its organizational structure, showing duties, responsibilities and authorities of man-
agement and other certification personnel and any committees within the certification handbook [HB-
TAGMBH-KBS-0400_Zertifizierungsstelle-DE].

5.2 Mechanism for safeguarding impartiality

Please see chapter 4.2 above.

6 Resource requirements

6.1 CAB personnel

6.1.1 Competence
The general requirements for personnel and maintenance of the personnel within the CAB are defined within
the certification handbook [HB-TAGMBH-KBS-0400_Zertifizierungsstelle-DE].

The specific competences for the conformity assessment of TSP are defined within the document [VB-
TAGMBH-PRODZ-TS-355_Personnel_Requirements_V1.2].
6.1.2 Training of audit teams for TSP

The trainings are performed on regular basis annually or on demand. Trainee Auditors are trained on the job
and supervised by a Lead Auditor.
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The CAB uses training information also as input for identifying risks to impartiality raised by the activities of
their personnel, or by the organizations that employ them.

6.1.3 Contracting personnel

The CAB signs with their personnel (internal or external) involved in the audit and certification process a
contract or another suitable agreement. Details are defined within the certification handbook [HB-TAGMBH-
KBS-0400_Zertifizierungsstelle-DE].

6.2 Resources for evaluation

6.2.1 Audit team

Audit teams are competent for the tasks assigned to them. The audit team is headed by a Lead Auditor who
is managing the team and taking the responsibility for the team. The team as a whole has the knowledge:

a) of the legislative and regulatory requirements and of legal compliance in the particular field of TSP and
information security;

b) of the current technical state-of-art regarding TSP and Public Key Infrastructure;
c) intechnologies applicable to the TSP trust service being audited;

d) of performing information security related risk assessments so as to identify assets, threats and the
vulnerabilities of the TSP and understanding their impact and their mitigation and control; and

e) of organizational reliability issues.

The audit team is competent to trace indications of security incidents in the TSP operations back to the appro-
priate elements of the TSP controls.

An audit team may consist of one person provided that the person meets all criteria set out above.

The CAB has a defined procedure for:

a) selecting auditors and technical experts on the basis of their competence, training, qualifications and
experience; and

b) monitoring the performance of auditors during audits.

6.2.2 External resources (outsourcing)

The requirements and handling of external resources is defined within the certification handbook [HB-
TAGMBH-KBS-0400_Zertifizierungsstelle-DE].

7 Process requirements

7.1  General requirements

The CAB operates a conformity assessment scheme covering the certification activities for conformity assess-
ments (this document, referenced as [VB-TAGBMH-PRODZ-TS-354 Conformity Assessment_Scheme_el-
DAS2]).

The conformity assessment scheme also provides mandatory requirements to be adhered to by the client.
These requirements are audited during a conformity assessment. The conformity assessment scheme is de-
fined by the CAB and available upon request.
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The assessment of an ISP or a TSP and the services they provide can be carried out as an audit against the
following defined criteria:

a) Regulation (EU) No 910/2014 [2] amended by Regulation (EU) 2024/1183 [3] for eIDAS2 compliant
elD-Schemes, the EUDIW and TSP, as applicable,
- following the rules laid down in Regulation (EU) 2025/2162 [4] and
- further relevant (EU) secondary legislation as listed in section “2.2.1 EU secondary legislation”
above,
- incorporating requirements as of Directive (EU) 2022/2555 [i.6],
- its implementation into national legislation as applicable (and as an option and if requested by the
client, amended by national (local) requirements which have to be provided in English language) and
- the Implementing Regulation 2024/2690 [i.20],

or
ZertES [i.21] / VZertES [i.22] for Swiss ZertES compliant ISP or TSP, as applicable,
or

solely according to the applicable ETSI requirements for non-qualified ISP or TSP,

plus
b) ETSI EN 319 401 [i.24])/[i.25]/[i.26]/[i.27],
c) state-of-technology requirements as applicable at the time of assessment,

supplemented by the European Standards (ETSI EN), Technical Specifications (ETSI TS), Technical Reports
(ETSI TR) or other references as applicable for the provided service as listed in section “2.2.3 Norms, stand-
ards and other references” above.

For all other services where the requirements are not or not yet defined within a European Standard (ETSI
EN), Technical Specification (ETSI TS), Technical Report (ETSI TR) or another applicable document and be-
fore starting the conformity assessment process, the CAB lays down the specific criteria which will be followed
throughout the assessment, taking into account the following framing aspects:

d) specifics of the type of service to be assessed and
e) applicable publicly available standards, specifications and/or regulatory requirements.

The conformity assessment is performed under consideration of all requirements of the assessment criteria
defined to be applicable for the service to be assessed and certified.

7.2 Application

The CAB requires the client to provide at least the following information during the application process as
prerequisite for the CAB to generate a financial offer:

a) general information describing the entity providing the service(s) to be assessed,
b) specific detailed information about
i any services to be assessed (including official service names),
i core figures, sizes and functions of the service(s) and structure of the PKI employed (as far as
applicable),
i any claims, of which legal and normative requirements (incl. policies) are fulfilled,
iv  full set of functions implemented by the service,
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v geographical locations and sites employed (own and subcontractors incl. possible cloud services
or similar),
vi subcontractors which provide or contribute to the service.

Throughout the application process, the CAB obtains all the necessary framing information to establish a
financial offer, schedule, perform and complete the assessment and certification process in accordance with
the relevant conformity assessment scheme. In return, the information relevant for the client are included in
the offer provided by the CAB.

7.3 Application Review and Acceptance

The CAB conducts a review of the information obtained throughout the application process against the con-
formity assessment scheme to ensure that:

a) the information about the client and the product is sufficient to conduct the assessment and certification,

b) the scope of the assessment and certification is defined,

c) potential differences in understanding between the client and the CAB are resolved, including such, ad-
dressing the scope, standards of other normative documents and policies to be applied,

d) any means to perform all assessment activities are available,

e) the CAB has the competence and capability to perform the assessment and certification activity.

The CAB shall not rely on already existing certifications provided by other CABs or assessment- or audit-
bodies whatsoever (see next para for exceptions). In case however, such existing certification documentation
is presented to the CAB (e.g. ISO 27001), the CAB will analyze the documentation and decide on a case-by-
case basis whether and if so, how the results of such an existing certification can be verified and herewith
incorporated in the assessment and certification project. Verification can - for instance - be performed through
a result verification based on the reports of the existing assessment and certification, by onsite or remote spot
checks or by a partial or full conformity assessment as deemed necessary by the CAB.

The CAB is entitled to accept an existing certification only where applicable legal and/or normative regulations
explicitly allow that. For instance, in cases where a component- or module-certification is presented to the
CAB. Such component- or module-certifications may typically be issued for an outsourced fraction of a service.
They are often applied to independent user identification- and registration-services (RA) for qualified TSP.
Component- or module-certifications may be accepted by the CAB, if they were performed against the same
audit criteria as to be applied on the assessment and certification project in question. The CAB shall recognize
the module- or component-certification and may restrict its own assessment (as far as possible) to the interface
between the certified module or component and the service provider assessed.

The CAB is entitled to decline to undertake a specific assessment and certification if it identifies that it lacks
any competence or capability for the assessment and certification activities it is requested to undertake. In
case no hurdles are detected, the CAB takes the decision that the conformity assessment and certification
process can be performed. In this case, a financial offer is provided to the applicant. By placing the offer, the
CAB documents the positive decision taken. Not providing the offer means that the application is rejected.

In case the client accepts the financial offer, it will place a corresponding formal order with the CAB. The client
will furthermore provide formal confirmation of the relevant framing information for the assessment back to the
CAB together with the formal order (certificate order form, confirming information on assessment scope, legal
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and normative base and applicable policies per service, speaking names of the services to be assessed,
contact persons, etc.)

A project milestone plan will be prepared by the CAB and agreed with the client immediately after receipt of
the financial order. The project milestone plan shall provide all dates and deliverables as required to ensure
the project flow in a timely manner:

- delivery date of any documents for stage 1 (document) assessment,
- beginning of stage 1 assessment,

- conclusion of stage 1 assessment,

- begin and end-dates of stage 2 assessment,

- certification date.

After agreement of the plan, the client is expected to contribute with all required efforts to the milestones and
dates defined in that plan. However, the actual progress of the project depends on the resources employed
by the client and overall efforts taken. The CAB is allowed to postpone assessment activities in any cases,
where the client did not meet one or more milestone(s). In this case the CAB might for resource reasons not
be able to shift assessment activities by the same number of days the project had been delayed. The CAB
will, however, do its best efforts to allocate alternative slots in timely manner.

7.4 Audit

7.41 General requirements

The CAB assigns personnel to perform each audit task that it undertakes making use of internal and external
resources who fulfil the appropriate educational and skill-requirements as defined by the CAB.

The CAB requires from the client to provide all information and documentation necessary for the assessment
and to make it available to the CAB in English language, barrier free and free of charge in order to perform
the assessment activities.

The CAB carries out all stage 2 audit activities that it undertakes in accordance with an audit schedule defined
by the CAB and agreed with the client beforehand. Note: other than the audit milestone plan, the audit sched-
ule is a detailed plan listing stage 2 assessment activities.

The CAB informs the client of all open findings as appropriate alongside the assessment but at the latest at
the end of stage 2.

If one or more major non-conformities and/or a large number of minor non-conformities have arisen throughout
the assessment and if the client expresses interest in continuing the assessment and certification process, the
CAB provides information regarding the additional assessment tasks required in order to verify that the non-
conformities have been corrected. If the client agrees to the additional assessment activities, the project may
be continued, and relevant assessment activities are repeated after appropriate corrective measures are taken
by the client. Based upon the judgement of the CAB, the additional assessment activities may be limited to
the client’s measures taken to eliminate the non-conformities.

7.4.2 Assessment scope

7.4.2.1 Audit team
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The client and the service(s) it provides are assessed by the team of auditors selected and provided by the
CAB. The assessment covers the defined scope and is performed against the applicable audit requirements.

7.4.2.2 Team mandate

The mandate given to the assessment team is clearly defined by the CAB and made known to the client. The
audit team is headed by at least one person in the role of Lead Auditor. The audit team may be complemented
by technical experts, as far as required. Technical experts are not involved, however, to substitute auditors but
advise them on special matters in the context of the service(s) assessed.

The mandate requires the audit team to

- examine the structure, policies, procedures, practices, management, and operation of the services
assessed and

- to confirm that these meet all the requirements relevant to the scope of the assessment and certifica-
tion and

- to confirm that the procedures are implemented accordingly and of such kind, as to give sufficient
confidence in the services assessed.

7.4.2.3 Audit Methodology

The CAB agrees the audit milestone plan and the audit schedule providing details on the dates, deliverables
and content of the conformity assessment with the client at a suitable time before the conformity assessment
starts. This especially includes dates for the delivery of the client's documentation for the document assess-
ment (assessment stage 1), the practical audit (assessment stage 2) and it provides the expected certification
date. The certification date cannot be guaranteed, however, by the CAB, as it may vary depending on the
results and findings collected throughout the different assessment stages. Assessment stage 1 must be con-
cluded in any case in order to begin assessment stage 2. In case of a delayed closure of stage 1 the CAB can
be required to postpone stage 2. In this case the CAB might for resource reasons not be able to shift assess-
ment activities by the same number of days the project had been delayed. The CAB will, however, do its best
efforts to allocate alternative slots in timely manner.

The audit team will inform the client about any findings resulting from the assessment. The findings will be
linked to the corresponding normative requirements applied. The client can ask questions about the findings.
The audit team shall reserve a dedicated timeslot for this purpose at the end of the stage 2 assessment. All
findings are documented and provided to the client in written form. The person in the role of Lead Auditor is in
charge of ensuring CAB-internal documentation of any findings resulting from the conformity assessment.

In case remote assessment means are agreed to be used between the client and the CAB, the client will be
made aware of possible security implications, and the audit schedule will identify corresponding sessions ac-
cordingly as “remote”. Remote assessment means can include for instance: teleconferencing, web meeting,
interactive web-based communications or remote electronic access to the service documentation and/or the
service processes. The CAB cannot be held liable for any negative implications or damage caused through
using such remote means.
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7.4.3 Audit time

The audit team gets sulfficient project time granted by the CAB to undertake all activities relating to an initial-
or re-assessment, surveillance assessment or - in case of a change of a certified service — an amendment
assessment. The project time is allocated under consideration of the following factors:

a) size of the service(s) in scope (e.g. type and number of IT systems used, number of employees, num-

ber of sites, number of services and policies to be assessed),

b) overall complexity of the service(s),

c) process variants within scope of the service(s),

d) extent and technological diversity of the implementation and the components of the service,

e) previously demonstrated performance of the service,

f)  extent of outsourcing employed, and third-party arrangements used,

g) standards, specifications and regulatory requirements which apply,

h) existing supporting certifications, e.g. ISO/IEC 27001 and

i)  existing component or module certifications for fractions of the service supporting the same assess-
ment criteria.

The CAB documents the justification of the amount of time calculated to be used within the financial proposal
for the assessment and certification services. The final figures of the timing throughout the assessment project
are provided within the assessment reports issued by the CAB.

See section 7.9 below for surveillance assessment details.

7.4.4 Multiple sites and site sampling

In case a client operates the services assessed in a distributed environment using more than one site, the
CAB may consider a sample-based approach for the site audit in case the site operation meets the following
requirements:

a) all sites are managed following the applicable policies and procedures of the client,
b) the same policies and procedures are employed at the different sites and
c) all sites undergo the same client’s security management.

In case a site sampling approach is employed for the assessment, additional dedicated site management
aspects will be addressed throughout the assessment of the main site (managing site or headquarters).

The CAB shall calculate and justify the number of sites taken into the sample during the application process
or at the latest when preparing the assessment schedule. Dedicated additional sites may be added to the site
sample for the assessment after the full review of the services under assessment in stage 1.

7.4.4.1 Requirements of a sample-based approach
When using a sample-based approach, the CAB has defined procedures in place to ensure the following:

a) the initial contract review identifies, to the greatest extent possible, the difference between sites such
that an adequate level of sampling is determined;

b) a representative number of sites have been sampled by the CAB, taking into account:

1) the results of internal audits of the central site and the other sites;
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2) the results of management review;

3) variations in the size of the sites;

4) variations in the business purpose of the sites;

5) complexity of the trust service;

6) complexity of the information systems at the different sites;
7) variations in working practices;

8) variations in activities undertaken;

9) potential interaction with critical information systems or information systems processing sensitive
information;

10) whether the site is operated by a sub-contractor or other external organization; and
11) any differing regulatory requirements;

c) the sample is partly selective based on what is said above in point b) and partly non-selective and
results in a range of different sites being selected, without excluding the random element of site se-
lection;

d) every site of the TSP that is subject to significant threats to assets, vulnerabilities or impacts is included
in the sampling approach;

e) in case of a surveillance audit, the audit is also designed in the light of the above requirements and
covers, within a reasonable time, all sites of the TSP operations unless it can be demonstrated that
this does not impact on the results of the audit; and

f)  in the case of a non-conformity being observed either at the head office or at a single site, the correc-
tive action procedure applies to the head office and to all sites of the TSP operations which may be
impacted by the same non-conformity.

The audit addresses the TSP's central site activities to ensure that central security administration is applied to
all sites at the operational level. The audit addresses all the issues outlined above.

The CAB justifies the number of sites being subject to the audit during the application process. Additional sites
can be included after review of the procedures and operations of the TSP’s services during the stage 1.

7.4.5 Audit Report

The audit team will produce reports in clear language, sufficient detail and coverage for the CAB to allow
decision taking whether or not the clients process(es) meet the assessment criteria to be applied.

The reporting shall contain:

a) all aspects covered by the conformity assessment and all sites assessed, providing appropriate infor-
mation about the assessment trails followed and the methodology utilized and all other framing infor-
mation about the assessment as far as required to gain full understanding of the project,

b) any observations made, both positive and negative,

c) details of any findings identified, supported by objective evidence and a reference of these findings to
the specific assessment criteria the finding relates to,

d) an auditor’s opinion about the overall conformity of the services assessed mirrored against the full set
of the applied assessment criteria including a positive or negative suggestion for certification.

7.4.6 Audit process

7.4.6.1 General preparation for the initial audit
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The CAB requires that a client makes all necessary arrangements to conduct the assessment, including pro-
vision of all relevant public and non-public (internal) documentation in readily assessable condition and at an
appropriate level of detail. The client must ensure logical and/or physical access to all areas assessed, to
computer networks, records and archives (including internal audit reports and reports of independent reviews),
including those of sub-contractors. The client must ensure the availability of all personnel and resources re-
quired for the purposes of assessment and the possible resolution of complaints, including those of sub-con-
tractors.

The CAB requires the client to provide at least the following information before the start of the conformity
assessment:

a) a copy of the full set of publicly available documentation on policies and practices describing the pro-
vision and operation of the service (e.g. CP, CPS, TSPS, CPR, terms and conditions, etc.).

b) as far as required, the supporting internal documentation (e.g. process flow charts and swim-lane
diagrams, IT network infrastructure plans indicating all relevant systems, manuals and instructions for
the service operation, information security policies, insurance contracts, evidence of financial funding
and stability, etc.).

7.4.6.2 Audit Process

The objective of the assessment project is to confirm and - upon a positive assessment result - to certify that
the client and the service(s) it provides comply with the applied assessment criteria.

The audit team performs the conformity assessment in two stages:

. Stage 1: This stage focuses on the service documentation as described within section 7.4.6.1 above.
Goal of stage 1 is to validate
. the overall coverage of the service documentation and to validate

. that the dedicated single measures described are appropriate and complete in addressing the
specific requirements as of the assessment criteria.

By applying this methodology in stage 1, the compliance of the service under assessment can be
demonstrated based upon the client's documentation. In the next step, the client’s documentation is
taken into stage 2, where the assessment team verifies the implementation of the service, strictly fol-
lowing the client documentation as previously successfully assessed in stage 1.

Note: the successful closure of stage 1 is prerequisite to begin the stage 2 assessment.

. Stage 2: This stage consists of practical audit tasks, like inspection and testing, supported by the
client. Goal of stage 2 is to show, that the processes and measures implemented strictly follow the
client documentation as validated in stage 1. The assessment team expects to see a full match of the
processes and measures demonstrated in stage 2 against the client’'s documentation as of stage 1.
As a result, the compliant process documentation (stage 1) and the corresponding compliant imple-
mentation (stage 2) lead to an overall compliance statement which can be documented by the assess-
ment team in that case. In all other cases, the deviations found shall be documented by the assess-
ment team in form of a finding’s description.
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7.4.6.3 Stage 1 assessment

The audit team obtains and validates the service documentation provided by the client. The validation of the
client documentation is performed against the full set of applicable assessment criteria. The audit team may
request additional information from the client that may be required complete validation.

The objectives of audit stage 1 are to gain the necessary understanding of the overall structure of the services
assessed, to perform the compliance assessment of the documents provided and to prepare audit stage 2.
Audit stage 1 includes the document validation of all relevant documents, like CP, CPS, TSPS, CPR, terms
and conditions for instance. Other elements that may be included in audit stage 1 are the verification of records
describing the client as a legal entity, any arrangements to cover liabilities, contractual relationships with sub-
contractors supporting the services assessed, internal/external audits and certifications, management reviews
performed, etc.

In any case, the stage 1 document validation must be completed prior to the commencement of audit stage 2.
Possible findings derived from stage 1 shall be provided to the client throughout stage 1 to allow immediate
correction prior to the beginning of stage 2. If needed, the CAB is allowed to postpone stage 2, in case stage
1 is not concluded without major non-conformities or a limited number of minor non-conformities.

The results of assessment stage 1 shall be documented by the audit team in a written report including any
notes and recommendations for assessment stage 2. All stage 1 findings, including possible areas of concern
that could be classified as nonconformity during stage 2, shall be communicated to the client latest at the end
of stage 1.

The CAB will inform the client about the assessment stage 2 schedule and about possible further documenta-
tion and records which may be required throughout stage 2.

7.4.6.4 Stage 2 assessment

On the basis of the structure of the service to be assessed and the observations taken during audit stage 1,
the audit team will draft the stage 2 assessment schedule.

The stage 2 assessment typically includes visits to the relevant sites of the client and its subcontractors. Under
special conditions stage 2 may also be performed remotely, fully or in parts. The reasoning and decision taking
to perform the stage 2 assessment or parts of it onsite or remote is up to the discretion of the CAB.

The objectives of the stage 2 assessment are to confirm that the client adheres to its own policies, objectives,
procedures and other relevant documentation as provided for stage 1 and - through this - to confirm that the
services assessed are implemented according to the applicable assessment criteria and abide by the clients’
policies, objectives and procedures and other relevant documents.

In order to cover this, the stage 2 assessment focuses on verifying and collecting evidence on the clients
services with regard to

a) implementation of any measures taken to support all applicable requirements, especially for
o service-related organizational processes and procedures as well as
o service-related technical processes and procedures,

b) implemented information security measures for the services including computer network protection,
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c) service-related products (trustworthy systems) such as cryptographic modules,

d) physical security of the relevant sites (client and subcontractors) and

e) sample of records relating to the service operation covering the historical period since the previous
assessment.

7.4.7 Audit Frequency

A full assessment (initial/re-certification) is performed every two (2) years for eIDAS and ETSI compliant ser-
vices or every three (3) years respectively for ZertES compliant services. A surveillance audit covering about
50% of the audit criteria is performed annually in between the full assessments. In case a surveillance audit is
not performed, or the client is non-compliant, the certificate, the CAR and the permission to use the logo may
be withdrawn by the CAB. A stage 2 assessment can be performed up to 6 months before the end of an
existing certifications validity. In general, results resulting from a conformity assessment (stage 1 or stage 2)
can be re-used up to 6 months.

7.5 Review

The CAB assigns at least one person to take the role of the Certifier. The certifier must accompany the as-
sessment project and shall review all information and results related to the assessment. Any recommendations
for the CABs certification decision based on the Certifiers review shall be documented.

The CAB ensures that the person taking the role of the Certifier has not been otherwise involved in the con-
formity assessment process. The Certifier is constantly informed by the Lead Auditor about the status of the
conformity assessment.

7.6 Certification decision

The CAB is responsible and retains the authority for its decisions relating to any certification. The certification
decision is taken based upon the results documented by the audit team throughout the assessment. Any
recommendations for the CABs certification decision provided by the Certifier shall be considered.

The CAB assigns at least one person to take the certification decision based on all information gained through-
out the assessment, corresponding reviews and any other relevant information. The certification decision tak-
ing is carried out by a person that has not been involved in the conformity assessment process otherwise. The
review and the certification decision taking can be performed by the same person, e.g. the Certifier.

Any persons assigned by the CAB to take certification decisions shall be employed by CAB or are under
contract of an entity under the organizational control of the CAB. Any persons employed by the CAB or under
contract of an entity under the organizational control of the CAB shall fulfil the same requirements regarding
competence, professional experience, etc. as far as required for this position.

The certification decision can be of one of the following three natures:
a) Certified (positive certification decision): the assessed service(s) showed to fulfil the applicable

criteria and were regarded to be compliant. There are no open major and no open minor non-conform-
ities.
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b) Certified (positive certification decision with minor non-conformities): the assessed service(s)
showed to fulfil the applicable criteria and were regarded to be compliant with remaining open minor
non-conformities. There are no open major non-conformities.

The remaining minor non-conformities are rated to be of a kind” and number that the overall security
of the services assessed is not affected. The certification decision is in this case conditional upon the
implementation of appropriate corrective actions within three (3) months after conclusion of the stage 2
assessment. The client must provide corresponding evidence to the CAB and the CAB shall ensure
that the effectiveness of the corrective actions taken is checked within the three (3) month timeframe.
Upon unsuccessful implementation of corrective actions the certificate, the CAR and the permission
to use the logo may be withdrawn by the CAB.

c) Not certified (negative certification decision): the assessed service(s) did not show or did not fully
show to fulfil the applicable criteria and were regarded to be not compliant. There are open major non-
conformities and/or open minor non-conformities of such kind and number, that certification cannot be
granted.

The limit in numbers of minor non-conformities which lead to a negative certification decision is set to
30 minor non-conformities. This limit can vary depending on the type and criticality of the set of the
minor non-conformities in question. The assessment team shall provide corresponding reasoning and
suggestion for certification / no certification to the person taking the certification decision.

The CAB noatifies the client of the certification decision taken as well as the supervisory body designated in
accordance with Article 46b (1) of Regulation (EU) No 910/2014 on the issuance of certificates of conformity
and any changes thereto. In case of a negative decision, the CAB will provide the reasons for the decision. In
case the client in interested in continuing the assessment and certification, the process will be restarted from
the beginning. If in this case the client corrects all major non-conformities within three months after the last
day of the stage 2 assessment, the CAB is allowed to take the decision that the restarted conformity assess-
ment is performed only focusing on the findings in question and the remediation measures taken by the client.

The certificates and the CAR issued by the CAB shall show a validity of two (2) years from the date of issuance
for eIDAS/ETSI based assessments and of three (3) years for ZertES based assessments.

7.7 Certification documentation

The certification documentation (certificate and CAR) issued by the CAB shall at least provide the following
information:

a) name and address of the CAB,

b) date the certification was granted (whereas this date shall not precede the date on which the certifica-
tion decision was taken),

c) term or expiry date of certification, if certification expires after a specific period,

d) name and address of the client,

e) name of the service certified,

f) the scope of certification,

g) the certification ID,

7 Typical examples for minor non-conformities of that kind are documentation flaws for instance, where the implemented processes and
procedures were regarded to be compliant but supporting documentation did not fully mirror that.
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h) any other applicable information as required by the conformity assessment scheme.

Furthermore, the formal certification documentation shall clearly allow identification of the national accredita-
tion body in charge of the CABs accreditation.

The formal certification documentation carries the signature of either the person appointed by the CAB to take
the certification decision or the signature of a superior in line of that person.

The formal certification documentation shall be issued only after the following conditions are met:

a) the certification agreement has been completed and signed by the client,
b) the certification requirements have been fulfilled,
c) the decision to grant or extend the scope of certification has been taken and documented by the CAB.

7.8 Directory of issued certificates

The CAB maintains a public directory of the certificates issued. The directory provides framing information on
the certificates issued and it provides the status information of the certificates (e.g. in the form “valid”, “invalid”,
“withdrawn”). In some cases, also the certificate will be provided for download. Expired certificates may be

removed from the directory over time. The CAR shall not be published as it includes confidential information.
7.9 Surveillance

To support the validity of the certificate and the CAR, the CAB verifies the compliant implementation of the
certified service through surveillance conformity assessments on an annual basis in between full assessments.
A surveillance assessment covers approximately 50% of the audit criteria (provided the service assessed re-
mained unchanged), on average resulting in half of the full conformity assessment effort. The CAB will choose
the appropriate criteria taking the overall service operation, possible service changes and specifically critical
areas of interest into account.

For a surveillance conformity assessment stage 1 is performed only if there are changes related to the ser-
vice(s) assessed, which are on a level, that the public documents of the client (e.g. CP, CPS, TSPS, CPR,
terms and conditions, etc.) were affected. In case stage 1 is performed throughout a surveillance assessment,
it will only address the changes employed.

The following activities are part of the surveillance audit performed with the client:

a) review of remediation measures taken on minor non-conformities and recommendations given during
the previous audit,

b) review of a sample of records relating to the operation of the service(s) over the past period since the
previous audit,

c) review of the multi-site sampling strategy, if sampling was applied in the previous audit,

d) review of any changes in documentation and service operation,

e) review of internal audits and the management review performed,

f) treatment of complaints,

g) use of the certificates, the CAR, any logos and/or any other references to conformity assessment,

h) review of any public TSP's statements with respect to its operations (e.g. promotional material, web-
site),
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i) review of a set of legal and normative compliance requirements, selected by the CAB, adding up to
approx. 50% of the overall set of requirements.

The surveillance conformity assessment can be performed through a combined surveillance conformity as-
sessment together with other services. As a result of a surveillance audit, an amendment to the certificate and
the CAR shall be issued by the CAB.

7.10 Changes affecting certification

In case the CAB adds new or revised requirements that affect clients into its conformity assessment scheme,
it shall ensure, that these changes are communicated to all clients. The CAB verifies the implementation of
the changes by its clients and takes actions required by the scheme, if necessary.

The CAB also monitors other changes possibly affecting certification, including any changes initiated by the
client and decides upon the appropriate action.

The CAB has established a change management procedure to be employed by its clients in order to report
and validate possible changes before their implementation. This includes determination of appropriate con-
formity assessment activities to assess the change. The change management must be triggered by the client
in case a change is planned in timely manner before implementation of the change.

Note: In case of any changes initiated by the client, it must be ensured by the client, that the change is not
taken into operation before the CABs change management has been triggered, followed by a successful as-
sessment and certification of the change, if deemed necessary by the CAB.

Changes affecting certification which are initiated by the client may comprise but are not limited to:

a) major changes in the service documentation and implementation, e.g. changes in important processes
(certificate application, identification, registration, issuance, suspension/revocation, etc., changes in
certificate profiles, changes in the PKI, implementation of new systems, changes in subcontractors,
changes in the network scheme, etc.,

b) changes in client policies, objectives or procedures affecting the service, or

c) security relevant changes of the technical, organizational, logical or physical measures implemented
by the client.

A full re-assessment or a partial amendment-assessment of the service(s) is performed for instance,

a) whenever there are major changes to the scope of the certification,

b) whenever there are major changes to the services provided under the scope,

c) whenever a new service is included in the scope,

d) when there are major changes of systems or business processes employed by the client which are of

relevance for the certified service,
e) when a major part of the service(s) is moved to a different location or is handed over to other entities.

The decision for a full re-assessment or a partial amendment assessment of the service(s) is upon discretion
of the CAB.

The actions taken to assess changes affecting certification include but are not limited to the following:
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a) adocument assessment (stage 1),
b) an onsite or remote assessment (stage 2),
c) acombination of a document assessment (stage 1) and an onsite or remote assessment (stage 2),
d) adocument assessment (stage 1) and provision of evidence after implementation by the client,
e) provision of evidence after implementation by the client.

In case the CAB takes the decision, that the change is of minor relevance for the certification status of the
service, no further actions are required. The client will be informed that the change may be implemented.

7.11 Termination or withdrawal of certification

If for a certified service one or more major non-conformities or a large number of minor non-conformities are
detected throughout a follow-up assessment (re-certification-, surveillance-, or change assessment), the CAB
decides upon appropriate action. Depending on the non-conformity, the CAB may

a) continue with the certification under specific conditions defined by the CAB (e.g. for appropriate find-
ings remediation and increased follow-up surveillance) or
b) withdraw the certification.

If the certification is terminated by request of the client or withdrawn by the CAB, the CAB will take correspond-
ing action as defined in the Conformity Assessment Scheme [VB-TAGBMH-PRODZ-TS-354_Conformity As-
sessment_Scheme_elDAS2]. The CAB shall perform all necessary modifications to formal certification docu-
ments, withdraw public information, authorizations for use of any logos, etc. to ensure it provides no indication
that the service continues to be certified. If only the scope of the certification is reduced, the CAB will act as
defined in the Conformity Assessment Scheme and will make all necessary modifications to formal certification
documents, public information, authorizations for use of logos, etc., in order to ensure that the reduced scope
of certification is clearly communicated to the client and clearly specified in certification documentation and
public information.

7.12 Records
The CAB retains records to demonstrate that all certification process requirements have been addressed for
the assessment and certification project. The CAB keeps those records confidential. Records are stored and

transported in a way that confidentiality is maintained. The records are archived and stored by the CAB at
least six years after the validity of the certificate and the CAR ends.

7.13 Complaints and appeals

The client can provide an objection or complaint against the conformity assessment performed and the certi-
fication decisions taken by the Conformity Assessment Body of TUV AUSTRIA GMBH.

The complaint procedure can be found in the group guideline [KRL-005_Deviation-management] and on the
TUV AUSTRIA homepage (www.tuv.at).

8 Management system requirements
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The CAB has established and maintains a management system, in accordance with the requirements of ISO
9001, and that is capable of supporting and demonstrating the consistent fulfiiment of the requirements. For
details, please see the certification handbook [HB-TAGMBH-KBS-0400_Zertifizierungsstelle-DE].

9 Further applicable documents

9.1 Group Manual

TUV AUSTRIA HOLDING AG:

e  Corporate Manual (KHB-TAC)

Management System (KRL-001)

Document handling (KRL-002)

Internal audits (KRL-004)

Deviation Management/Complaints Procedure (KRL-005)

9.2 Manual of the Certification Body of TUV AUSTRIA GMBH

[HB-TAGMBH-KBS-0400_Zertifizierungsstelle-DE]:
e Quality policy

Impartiality and independence

Description of the organisation

Competencies and personnel

Integration of external resources, subcontracting

9.3 Subordinate QM documents

e QM documents for product certification
e QM documents for Trust Services
e Terms & Conditions of TUV AUSTRIA GMBH
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10 Document history

The following table of revisions provides an overview of the changes related to this document which is part
of the quality management documentation of the conformity assessment body.

Revision Date Change Training

00 24.04.2018 New certification pro- | yes
gram for the conformity
assessment of TSP

01 18.11.2019 New technical specifica- | no
tions for other trust ser-
vices (ETSI TS)

02 03.06.2020 Typo corrections, nor- | yes
mative standards added

03 22.06.2020 Typo corrections no

04 08.09.2020 Typo corrections no

05 11.11.2021 New technical specifica- | no

tions for trust services
(ETSI EN/TS)

06 14.06.2023 Re-naming of TA Certto | no
TOV Austria GmbH

07 03.01.2024 Update of normative ref- | no
erences and editorial
corrections

08, release Version V7.3 | 05.11.2024 Editorial adoptions as | yes

necessary to formally in-
clude elDAS2 support

09, release Version V7.4 | 20.11.2025 Adoptions as necessary | yes
to include Commission
Implementing  Regula-
tion (EU) 2025/2162
supporting the Wallet
(EUDIW) as well as all
Trust Services as de-
fined within Regulation
(EU) 2024/1183 amend-
ing Regulation (EU)
910/2014
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